
DATA 
MAPPING
A step-by-step guide 
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Data Mapping
As part of GDPR compliance, organizations are required to create and maintain the 
so-called “Record of Processing Activities”, often re�ered to as the RoPA. 
Sometimes, professionals within data protection and privacy may use the term 
interchangeably with the term “data mapping”. This is a technical term rather than 
a legal term, but it is well established in GDPR slang to be identical to RoPA.
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Internal control tool
During the building of the RoPA  (and more specifically, during the interviews), you 
can identify gaps in your privacy management program. For example, you may 
identify the need for a DPIA or you may become aware that the retention policy is 
not followed or it is not in place at all.

Principle of accountability
The RoPA can help you comply with your accountability requirements, as it can be 
used to demonstrate your compliance. Have in mind that in the event that your 
organisation undergoes an audit from the supervisory authority, the first thing they 
will ask from you is the RoPA.

Data breaches
If you su�er a data breach, the RoPA can be your single source for answers to key
questions about which assets and personal data have been compromised, as well 
as which categories of data subjects have been a�ected. As you have 72 hours to 
notify the supervisory authority, the insights from your RoPA can help you both with 
your risk assessment (you can see if special categories of personal data or 
vulnerable individuals are a�ected for example) and with your communication 
requirements to individuals a�ected by the data breach.

Data subject requests
The same goes for responding to data subject requests. Consulting your RoPA, it is
easy to map out what personal data types you process on each data subject 
category and enables you to act on a request within 30 days.

Why is a RoPA important?
Apart from being a legal requirement, a well-documented RoPA can serve other
functions and be the master documentation for your work as a privacy professional.



What is a RoPA?
The obligation to create and 
maintain a RoPA stems from Article 
30 of the GDPR. It is a documentation 
where you record your organization’s 
processing activities involving 
personal data.

Organisations with 250 or more 
employees must document all their 
processing activities. There is a 
limited exemption for small and 
medium-sized organisations, but the 
exemptions to this exemption (such 
as processing that is likely to cause 
risk to individuals or processing that 
is not occasional) make it almost 
impossible to not be subject to the 
obligation to create and maintain a 
RoPA.

Both controllers and processors 
have their own documentation 
obligations, but controllers need to 
keep more extensive records than 
processors.  

DPOrganizer

4 Data Mapping

In this guide, we will go through the 
requirements for a controller’s RoPA.



What must a RoPA 
include?

A RoPA is a living document; it must reflect the organisation’s processing activities 
at any given time. There is not a standard template provided by the GDPR, but the 
GDPR lists some points that need to be included in the RoPA. Let’s break these 
points down to steps, and give you some tips on building and maintaining a RoPA:
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Names and contact details of the data 
controller, data processor, data 
controller's representative, joint 
controller, and data protection o�cer 
(DPO), if applicable.
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The name and contact information of the data controller or its representative and
of the DPO will concern the whole RoPA. When it comes to data processors and joint 
controllers though, this attribute might change depending on the purpose of the 
processing activities. As the characteristic of a data controller is the 
decision-making power on the means and purposes of the processing activities, 
the “joint controllership” or “processorship” might switch from purpose to purpose.

For example, let’s say that we are working on the RoPA of company A. For the 
purpose of recruitment, companies A and B decide jointly on the means and 
purposes of the processing activities and they use the processor “Acme Recruitment 
Agency LTD” to carry out the processing activities on their behalf, such as collecting 
CVs and doing the initial candidate screenings. That is not the case for the purpose 
of profiling customers, where company A decides on its own the purpose and 
means to achieve this purpose and carries out the processing activities on its own.

1

These distinctions must be reflected in the RoPA. So, as a starting 
point, it will be good to do an overall inventory of the various joint 
controllers or processors that might be involved in the processing 
activities within the organisations.
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Purposes of processing
personal data
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The purpose for processing personal data has a central role in the GDPR. We have 
seen that according to the purpose limitation principle, you shall only process 
personal data for explicit, specific and legitimate purposes.

The principles of data minimisation and storage limitation are getting a meaning 
only in relation to a specific purpose, as you shall only process personal data that
is adequate, relevant and limited to what is necessary to achieve a specific purpose 
and retain the personal data only as long as is necessary to achieve a specific 
purpose.

That’s why it's important to identify the purposes for which you are processing 
personal data for in order to kick-o� your RoPA building. Ask yourself “why do I
collect and process individuals’ personal data?”. Common purposes for processing 
personal data include:

Now, you can start categorising, for each purpose, which processor(s) you are 
using to process the personal data on your behalf, from the processor inventory you 
have created before. The same goes for the joint controllers; For each purpose you 
are processing personal data, document if you have decided on the means and 
purposes jointly with another party.

2

Deciding on the means and purposes of a processing activity 
is what distinguishes a controller from a processor.

Customer management
Direct marketing
Recruitment
Fulfilling a contract obligation
(e.g. orders)

Profiling
Business development
Fulfilment of legal obligations
Security
Statistics



Categories of data subjects
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Once you have identified the purposes for processing personal data, you can move 
on to the data subject categories. To do that, consider for which categories of 
individuals you process personal data and start documenting the categories. 
Remember that data subject categories will not be the same for each specific 
purpose, so the RoPA must reflect that. Here you can choose to be very detailed, or 
to keep it simple.

For example, for the purpose of recruitment, you might collect and process 
personal data of the data subject category “Applicants”. Moving on, after the first 
screening or interview, you may choose to separate the data subject category 
“Applicants” to “Successful applicants” and “Unsuccessful applicants”. The reason 
you may want to do that, is because for unsuccessful applicants, you are not 
supposed to process their personal data further for the purpose of recruitment 
(unless you have obtained their consent to store the personal data for a certain 
period of time).

Before you “merge” data subject categories, 
you need to make sure that you process 
exactly the same personal data for each 
subject category for a specific purpose. So for 
example you can combine “employees” and 
“trainees” for the purpose of “Payroll” if 
trainees are getting paid, but that will not be 
the case if trainees are unpaid and therefore 
you must distinguish them. If you keep them 
combined, your RoPA will then reflect that you 
process trainees’ bank account details for the 
purpose of payroll, which will not be the case.

3

Here is a list with the most common data subjects categories:

Employees
Job applicants
Clients/customers
Consultants
Prospects
Leads
Visitors
Contractors
Trainees
Website users/ Before you try to merge data subject 

categories to get rid of unnecessary 
duplicates, make sure that this reflects the 
reality of your organisation and that there 

will be harmonisation in the RoPA.

visitors



Categories of personal data being 
processed
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Now we are starting to get even more into details. For each purpose and for each 
data subject category of each purpose, we must document which types of personal 
data we are processing.

Here you can also group some of the personal data types into categories. For 
example, “Name” to include first and last name. A common merge that we also see 
is “Contact information”. This may include name, last name, phone number, email 
address, physical address. Again, as when merging data subject categories, make 
sure that the merged personal data types correspond to what types of personal 
data you actually collect and process. 

For “contact information” for example, you might only ask for a name 
and email address in some cases and not for phone number and 
physical address.

4
The most common personal data types used by our clients are the 
following:

CV
Social insurance number
Telephone number, address
IP address
Gender
Email address
Employee’s ID
Transaction history

Name (to include first and 
last name)

Photo
Date of birth
Access rights 
(username/password)
Salary
Location data
Bank account number
Marital status
Nationality



Categories of recipients to whom 
the personal data has been or will 
be disclosed
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Here you must document anyone (independent controller/third party) you share 
the personal data with, like suppliers, credit reference agencies, government 
departments or any public authority.

For example, depending on the national laws, you might need to disclose salary 
information to the tax authority or report parental leave or sickness of more than 
certain days to the public health agency. Or in order to process a payment, 
personal data might be shared with a bank.

5
That also includes recipients in third countries or international 
organisations.

i



Transfers to third countries or 
international organisations
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If, in order to achieve a specific purpose, you 
transfer personal data to a third country (that 
is every country outside the European 
Economic Area – that is, EU member states as 
well as Norway, Liechtenstein and Iceland), 
that must be documented in the RoPA as well. 
Something else that you must document the 
appropriate safeguard of Article 46 GDPR 
(Standard Contractual Clauses-SCCs and 
Binding Corporate Rules-BCRs) or if the third 
country has an adequacy decision from the EU 
Commission shared with a bank.

6

Have in mind that in order to achieve 
a specific purpose, you may transfer 
a part of the personal data you 
process (for this specific purpose) or 
personal data of a specific data 
subject category to the third country. 
Make sure that this is documented 
appropriately.



Retention schedule for each 
category of personal data
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According to the storage limitation principle, you shall process personal data only 
for as long as necessary to achieve a specific purpose.

In practise, that means that for each specific personal data type you process on 
each data subject category for a specific purpose, you must determine the 
retention time.

To determine the retention period, you first need to check if there is a national law 
requiring you to keep the personal data for a specific period. For example, you 
might be required by a national law to keep invoices seven years, or the employees’ 
files for ten years. Then if there is no such law, you should assess how long it is 
proportionate and necessary for you to keep the personal data in order to achieve 
your specific purpose, taking into consideration the individuals’ expectations.

7

An important aspect you should consider is how long you have to keep 
the personal data in order to be able to defend yourself against 
possible legal claims. National law will help you determine the 
retention period of personal data for that specific purpose.

General description of technical and 
organisational security measures
related to each processing activity

As a controller, you have the obligation to implement appropriate security 
measures to ensure the security of the personal data. Technical measures may 
include password protection, encryption, pseudonymisation, and firewalls, while 
organisational measures can include training of employees, information security 
policies or other policies, and best practices.

8
You mustn’t put in bulk all the security measures you apply in general 
as they apply for a specific purpose. The security measures must be 
appropriate for each purpose and for each processing activity, so 
make sure that this is documented in the RoPA.



Legal bases
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Although documenting the legal basis for each activity in the RoPA is not required 
by the GDPR, it is a good practise to do so. This will help you with both choosing the 
appropriate legal basis for processing activities and with drafting your privacy 
notice, where you should inform individuals about the legal basis you rely on to 
process their personal data.

As we mentioned earlier, there is not a standard recipe for documenting your RoPA. 
For example, we at DPOrganizer put the individuals at the centre of the data 
mapping process. In the DPOrganizer tool you first map out your data subject 
categories, including the personal data, sources, purposes, legal bases and 
retention times before moving on to documenting data recipients, systems and 
processing flows. Identify what works best for you and kick it o�!

9

Remember that the abovementioned points must be in your RoPA if 
you are acting as a controller. In case you are carrying some 
processing activities on behalf of someone else (e.g. your clients and 
you act as a processor), you will need to create another RoPA
and include only information about:

The name and contact details of the 
processor (that would be you acting as a 
processor) and if applicable the name of 
your representative or DPO.

The categories of processing activities you 
carry out on the behalf of each controller.

If applicable, transfers of personal data to 
a third country and the appropriate 
safeguards.

The technical and organisational security 
measures.



How do I carry out a 
RoPA?

A completed RoPA must list all of the above-mentioned points around each 
processing activity. Although it may seem like a simple task, in practise this can be 
a complicated and time-consuming process. This involves rounds of interviews with 
relevant stakeholders or the exchange of emails containing questionnaires.

As a first step, before you start the documentation, it is good to have some 
“identification” interviews with the head of each department of the organisation. 
This will help you familiarise yourself with the processing activities each 
department carries out and identify who is the owner of each processing activity 
within the department. Once you have an overall understanding of the processing 
activities the organisation carries out, you can:
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Either conduct more 
in-depth interviews 

with the owner of each 
processing activity and 

start with your 
documentation

Start distributing 
questionnaires that 

process owners will have 
to fill in the 

above-mentioned 
points. In this case, the 

receivers need to be 
quite familiar with what 
you want from them, so 
they won't fill in wrong 

or incomplete 
information.

Or



RoPA, a living 
documentation

You can choose how you will update the RoPA, but the most 
important thing is to ensure your documentation remains 

accurate and up-to-date at any given time.
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We’ve said many times already that a RoPA must reflect the current processing 
activities of your organisation. That means in practice that you must update the 
document any time a processing activity changes. For example, you may need to 
do an update when your purposes for processing personal data change, or you 
add recipients of personal data or data subject categories.

That makes a RoPA a living document that needs to be continously worked on. In 

or apply the changes ad hoc once a change occurs. You choose how you will 
update the RoPA, but the most important thing is to ensure your documentation 
remains accurate and up-to-date at any given time.

GDPR



Consultancy Transition

Want to learn how to map your data more efficiently?

Go to dporganizer.com and book a demo with us! Our

tool and team can help you in following ways:

Services

Thanks for

reading!

Product features

Compliance review

Ad hoc projects

Data protection

hotline

Import your

privacy/compliance

work so far into

DPOrganizer

Review and/or

complete data

mapping

Data Mapping Data Subject 

Requests

Assessments Reports


